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SECURE-IC | standards in cybersecurity

THE SECURITY SCIENCE COMPANY

» Standard Developing Organizations (SDOs)
* NGO (neutral) vs business driven
» National vs international

» Goal of standardization:
» Developers: Secure investments
» Users: Allow for comparisons

afnor

CERTIFICATION
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SECURE-IC | standards in cybersecurity

THE SECURITY SCIENCE COMPANY

= Regulatory requirements
= Soft power
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SECURE-IC | common Criteria vs FIPS 140-3 work products

THE SECURITY SCIENCE COMPANY

= Class ACO - Composition = Cryptographic Module
Specification

" Class ADV - Development = Cryptographic Module Ports and

* Class AGD — Guidance Interfaces
documents = Roles, Services, and
= Class ALC — Life-cycle support Authentication
= Class ASE — Security Target " Finite State Model
Evaluation = Physical Security
= Class ATE — Tests = Operational Environment
= Class AVA — Vulnerability = Cryptographic Key Management
assessment = EMI/EMC
= Self-Tests

= Design Assurance
= Mitigation of Other Attacks
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» Test: reproducible

» Evaluation: possibility to innovate, but outcome depends on
the skill of the evaluator

Test versus Evaluation

CMVP @Common Criteria
l-—
ISO/IEC 19790:2012 1ISO/IEC 15408:2009

/



SECURE-IC | Ccommon criteria: security concepts & relationships

THE SECURITY SCIENCE COMPANY

Owners value
wish to minimise
impos
Countermeasures
Y
fo reduce i
- Risk
[
Threat agents thal Increase to
give rise to !
L Threats - > Assets

' wish 1o abuse and/or may damage




SECURE-IC | Common criteria: Evaluation concepts & relationships

THE SECURITY SCIENCE COMPANY

Evaluation
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SECURE-IC | common criteria: Evaluation results

THE SECURITY SCIENCE COMPANY

Evaluate PP Evaluation Evaluated PP Reaqist
PP Results PP JIstry

Evaluate

ST Evaluation Evaluated ‘
ST ‘ \

Results T

TOE Evaluation Evaluated F TOE
Results ‘ \ TOE Registry
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THE SECURITY SCIENCE COMPANY

Common criteria: table EAL

Assurance Assurance Assurance Components by Evaluation Factor Value
- Assurance Level Elapsed Time
class Family << one da 0
EAL1 | EAL2 | EAL3 | EAL4 | EALS | EAL6 | EALY y
ADV_ARC 1 |1 1|11 <= one week I
ADVFSP | 1 | 2 | 3 | 4 | 5| 5 | 6 S two Wﬁkﬁ i
Development ADV_IMP 1 ! 2 2 <; :)-.:E “n:i'rlnlths 7
ADV_INT 2 3 3 <= three months 10
ADV_SPM 1 1 <= four months 13
: ADV_TDS 1 2 3 4 5 6 <= five months 15
Guidance |AGDOPE | 1 | 1 | 1 | 1 | 1 [ 1 | 1 — six moaths T
documens [ AGDPRE | 1 | 1 [ 1 [ 1 [ 1 [ 1 [1 > six months 19
ALC_CMC 1 2 3 4 4 5 5 Expertise
ALC_CMS 1 2 3 4 5 5 5 Layman 0
Life-cycle ALC_DEL 1 1 1 1 1 1 Proficient 3#(D)
ALC_DVS 1 1 1 2 2 Expert 6
fppon ALC_FLR Multiple experts 8
ALC _LCD 1 1 1 2 Knowledge of TOE
ALC_TAT 1 | 2| 3 3 Public 0
ASECCL | 1 | 1 | 1 | 1 | 1| 1] 1 Restricted 3
ASEECD | 1 | 1 | 1 [ 1 [ 1 [ 1 1 Sentitive 7
Security | ASEINT | 1 | 1 | 1 | 1 | 1 | 1 | 1 S&I;;:;:.]w o Opmortumits L
Target ASE_OBJ 1 2 2 2 2 2 2 Unnecessary / ul:l]in'lited access 0
evaluation ASE_REQ 1 2 2 2 2 2 2 Easy 1
ASE_SPD 1 | 1 [ 1 |1 [ 1|1 e 2
ASETSS | 1 | 1 [ 1 [ 1 [ 1|11 Difficult 10
ATE_COV 1 2 2 2 3 3 None 250
Tests ATE_DPT 1 1| 3| 3 | a Equipment
ATE_FUN 1 1 1 1 2 2 Standard
ATE_IND 1 2 2 2 2 2 3 Specialised 4%
Vulnerabili Bespoke 7
assessmen? AVA_VAN | 1 2 2 - 4 . > Multiple bespoke 9




SECURE-IC | common criteria: Statistics

THE SECURITY SCIENCE COMPANY

2213 Certified Products by Category *

Category

Access Control Devices and Systems B4 ar
Biometric Systems and Devices 3 0
Boundary Protection Devices and Systems 7 124
Data Protection 63 71
Databases 33 a1
Detection Devices and Systems 15 45
ICs, Smart Cards and Smart Card-Related Devices and Systems 1061 21
Key Management Systems 23 27
Mobility 26 3
Multi-Function Devices 137 164
Network and Metwork-Related Devices and Systems 240 178
Operating Systems a4 69
Other Devices and Systems 264 27D
Products for Digital Signatures a3 o
Trusted Computing 20 0

Totals: 2213 1093

Grand Total: 3308

* A Certified Proguct may have multiple Categories associated with it.
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THE SECURITY SCIENCE COMPANY
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SECURE~IC | Common criteria: Statistics

THE SECURITY SCIENCE COMPANY

Certified Products by Scheme and Assurance Level

M| S
Australia 2 1 15 9 4 5 8 14 0 0 0 0 1 o(ojo(0| 19 78
Canada 1 0 8 129 0 8 0 8 0 0 0 0 0 o(0j0(0| 21| 176
Germany 9 4 10 26 14 55 15 310 B 169 0 20 0 o(0o|0|0 3| 643
Spain 8 8 T 7 12 0 30 0 3 0 0 0 o000 2 81
France 1 18 1 15 38 4 276 3 258 0 14 4 o(0o|0|0 0| 632
India 0 0 1 0 1 0 0 1 0 0 0 0 0 o000 0 3
ltaly 4 5] 0 2 1 9 0 0 0 0 0 o(0o|0|0 0 23
Japan 0 0 & 40 35 38 0 0 0 0 0 0 o000 o 119
Republic of Korea 3 0 5 9 15 24 15 0 15 0 0 0 o(0o|0|0 1 95
Malaysia [ 0 14 [ 0 4 1 2 0 0 0 0 0 oj0o|0|0 0 33
Metherlands 0 0 4 1 1 1 1 18 0 13 0 15 0 1(0/0(0 1 56
Norway 0 0 1 16 2 11 15 16 3 7 0 0 0 o000 0 71
New Zealand 0 0 0 0 0 0 0 0 0 0 0 0 0 o(0o|0|0 0 0
Sweden 1 0 9 1 5 4 ] 1 0 0 0 0 o000 1 31
Turkey 0 0 T 1 3 0 0 9 0 0 0 0 0 o(0o|0|0 0 20
United Kingdom 0 0 3 7 1 3 0 25 0 3 0 0 0 o000 2 44
United States 1 0 0 0 0 0 0 0 0 0 0 0 0 0(0|0O(0|107| 108
Totals: 4 3 0 3 1000
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20085-1:20194

1st EDITION
(PUBLISHED 10-2019)
Test tool requirements
and test tool calibration
methods for use in
testing non-invasive
attack mitigation
techniques in
cryptographic modules
— Part 1: Test tools
and techniques

20085-2:20204

15t EDITION
(PUBLISHED 03-2020)
Test tool requirements
and test tool calibration
methods for use in
testing non-invasive
attack mitigation
techniques in
cryptographic modules
— Part: 2 Test
calibration methods and
apparatus

‘ CRYPTOGRAPHIC MODULE TESTING

24759:20171
3'd Edition
(Published 03-2017)
Test requirements

19790:20121
2"d Edition
(Published 08-2012)
(Corrected 12-2015)

Security for
requirements for cryptographic
cryptographic modules

modules

TS 30104:20153
1st Edition
(Published 05-2015)
Physical Security
Attacks, Mitigation
Techniques and Security
Requirements

TS 20540:20187
1st Edition
(Published 05-2018)
Guidelines for Testing
Cryptographic Modules
in their Operational
Environment

18367:201672
1st Edition
(Published 12-2016)
Cryptographic
algorithms and
security mechanisms
conformance testing

l
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19790
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SECURE-iC | |SO/IEC 17825

THE SECURITY SCIENCE COMPANY Non-lnva5|ve An aIySeS

« Side-channel test and evaluation is common practice:
= Known for long (Kocher, 1997)
= Commercial test-benches available

* But regarding the methodology in complex systems: °
» S0Cs mix hardware and software
= New side-channels:
= MINERVA (CVE-2019-13627),
= TPM Fail (CVE-2019-16863),
= PLATYPUS (CVE-2020-8694), ...

However, owing to the dissemination of SCA requirements, a formal methodology is
welcomed:

=  Automotive, IoT, Al, 5G, etc.

For thte evaluations to be fair and comparable, it cannot only rely (solely) on the lab
expertise

' 2021 All Rights Reserved | Confidential | Property of Secure-IC 16 .



SECURE-IC | Where FIPS prescriptive requirements do help CC

THE SECURITY SCIENCE COMPANY

FIPS aims security warranty at the lowest cost, hence can impose design options:
= However, such prescription is always beneficial to overall security (hence to CC)
» This situation becomes complex only when performance (PPA) becomes the

bottleneck

7.3 Cryptographic Module Interfaces Minimal exposition

7.5 Software/Firmware Security Secure boot helps for attacks while at rest

7.7 Physical Security (Environmental failure Vulnerability Analysis

& protection/testing)

7.8 Non-Invasive Security

7.9 Sensitive Security Parameter Management Zeroization cuts some attack paths
7.10 Self-Test service Allows to detect perturbation attacks

§F  Approved non-invasive attack mitigation test metrics AVA VAN protection

Ny .



SECURE-IC | validation of “entropy sources”

THE SECURITY SCIENCE COMPANY

For instance, regarding True Random Number Generators (TRNGS):

» There are very detailed requirements, even intrusive ones (e.g., access to
"raw" bits).

= Similarly, standards require tests on millions of bits generated in-a-row by the
TRNG.

» The OSCCA scheme requires that several TRNGs rationales must be
Implemented, so as to withstand total failures. Obviously, this benefits as well
for resistance to fault attacks under a CC prism.

BSIAIS 31

m RNG PTG.2 GM/T 0008-2012
140 3 OSCCA level

FIPS SP 800 90B I

2 4 1
i 'SO/IEC 205432019 COMMONCR,TERIA

8 2 18.




SECURE-IC | Example of pitfalls

THE SECURITY SCIENCE COMPANY

Now, it should be noted that some pitfalls shall be avoided as well.

* From a normative standpoint:
» Recall for instance that EVITA secure boot is based on firmware hash,
« which is incompatible with FIPS 140-3 requirements to leverage digital signature (from
level 3 onward).
* From a functional security standpoint:
« FIPS SP 800 90B requires that raw bits be output

» which can be a backdoor (for attacks to analyze deeply the behavior of the TRNG under
stress)

Nonetheless we see no fundamental contradiction between schemes:
* They all aim at increasing the practical security level.

19
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ICS 35,040

SECURE-IiC | Multi-certification: Why? GM
THE SECURITY SCIENCE COMPANY :Fﬁkﬁiﬂé*nlzlﬁﬁg?j'ﬂk*ﬂ‘;ﬁ

GM/T 0028—2014

CAR 2 CAR Communication Consortium ranie 'CAR 2 CAR

COMMUMCATION CONRIRTRIN

Reference to Protection Profile V2X Hardware
Security Module (version 1.0.1)
CAR 2 CAR Communication Consortium

/A~ CAR 2 CAR

COMMUNICATION CONSORTIUM

About the C2C-CC

Enhancing road safety and traffic efficiency by means of Cooperative Intelligent Transport
Systems and Services (C-ITS) is the dedicated goal of the CAR 2 CAR Communication
Consortium. The industrial driven, non-commercial association was founded in 2002 by vehicle
manufacturers affiliated with the idea of cooperative road traffic based on Vehicle-to-Vehicle
Communications (V2V) and supported by Vehicle-to-Infrastructure Communications (V2I). The
Consortium members represent worldwide major vehicle manufactures, equipment suppliers
and research organisations.

Qver the years, the CAR 2 CAR Communication Consortium has evolved to be one of the key
players in preparing the initial deployment of C-ITS in Europe and the subsequent innovation
phases. CAR 2 CAR members focus on wireless V2V communication applications based on
ITS-G5 and concentrate all efforts on creating standards to ensure the interoperability of
cooperative systems, spanning all vehicle classes across borders and brands. As a key
contributor, the CAR 2 CAR Communication Consortium works in close cooperation with the
European and international standardisation organisations such as ETSI and CEN.

ﬁt?gﬁz&r:v?vtﬁesﬁﬁu?lzﬁc;]l?gféredDocszer‘tiﬁkate CC/PP/aktuell/PP_0114.html OASIS :q
PKCS #11 Cryptographic Token Interface Base Specification Version 2.40

2021 All Rights Reserved | Confidential | Property of Secure-IC 21

&,\‘ Common Criteria
®




SECURE-IC | Pre-certifiability

THE SECURITY SCIENCE COMPANY

= Owing to time to market reduction, some chips must be ready to be deployed in
markets or use-cases unknown at design time.

= Now each market has (or will have) its own security schemes.

* Hence the unavoidable need for chips to be "pre-certifiable" under different

schemes.
design certification

2022 | 2023 , 2024 | 2025 | 2026 2027 , 2028 , 2029 , 2030 , time

* The design activity is usually tailored to a given set of security requirements.

* |In the new context where multiple requirements will need to be fulfilled
' proactively, design strategies must evolve. . .



SECURE-IC | Multi-certifiability
(Fips ]
140-3
Protect: v
= Generic design 2
)
= Constraints S
S
@y
S
Evaluate:
« Test strategy - 150/sAE 21434
= - ®
= Tools *g GLOBALPLATFORM
| | e — Y g
Service & Certify: S, . S/I .. @
= Documentation Ssacertiied"
* Evidence
ANALYZR AUT(\ SAR




SECURE-IC | cChips eligible to triple pre-certification

THE SECURITY SCIENCE COMPANY

» Market requirements: simultaneous conformance to

« Common Criteria,
 NIST FIPS 140 and
 Chinese OSCCA.

* The synergies come at three levels.

» First, the documentation production is rationalized. Typically, in the newest version of FIPS
140 (the version 3), the “life-cycle assurance” requirements can be mutualized with the
ADV, AGD, ALC and ATE assurance classes in CC.

« Second, it is often beneficial to combine the functional requirements.

Consider for instance the mandatory self-checks of cryptographic algorithms and/or of keys
zeroization in FIPS 140: they are sound precautions that profit reducing the number of
vulnerabilities in the context of CC.

» Third, some specific IPs are anyhow to be analyzed more deeply in all the schemes.

For instance, regarding True Random Number Generators (TRNGS), there are very
detailed requirements, even intrusive ones (e.g., access to "raw" bits).
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SECURE-IC | New CC version 4

THE SECURITY SCIENCE COMPANY

Information security, cybersecurity and privacy protection — New concepts and
changes in ISO/IEC 15408:2021 and ISO/IEC 18045:2021

European Common Criteria, European Cyber Act, ENISA

» Secure-IC is leading one exemple of use of 15408-4:
« ISO/IEC 29128-3

WG Recommendation 5.  Cancellation of Projects

| | i
[}
Third 15408-1 15408-2 15408-3
ISO/IEC JTC 1/SC 27/WG 3 resolves to request SC 27 to cancel the following projects listed Edition !
below.

18045

Title (and N-Nr, if any) Justification

Security Assurance

PWI 29128-2 Information security, cybersecurity and privacy | Agreed to develop the IS. Components

protection — Verification of Cryptographic Protocols — Part 2:
Evaluation Methods and Activities for Cryptographic Protocols

PwI 29128-3 Information security — Verification of Agreed to develop the IS.

cryptographic protocols — Part 3: Evaluation Methods and Fourth
Activities for Protocol Implementation Verification D-IJ-
U T — : o Edition




SECURE-IC | New CC version 4

THE SECURITY SCIENCE COMPANY

r-—-r——~>"~"="~>"="="7¥=¥7"7¥"7”"7¥°¥"¥7¥~”*"¥7¥*¥ ¥ ¥ 7¥/~ "7~/ /- /-/-T/-T=-T===-=-=-=== I

I PP-Configuration «Smartphone with hardware key store» I

| . |

; Global assurance requirements: EAL 2 :

I Multi-assurance: EAL 2, EAL 4+ I

Attack-based approach I I

Keywords: exact conformance, Keywords: strict/demonstrable 1 |
direct rationale PPs, TOE-specific conformance, EALs, TOE type- 1 |
cvaluation methods. specific evaluation methods 1 I
' | |

I PP « Smartphone » |

: Assurance requirements: EAL 2 !

|

All evaluated TOEs arc compliant to Al evaluated TOEs are protected ! |
a given list of requirements: nothing against a given sct of threats | 1
more and nothing less | 1
— = 1 |

| |

| |

| |

. I PP-Module «Hardware key store» I

All tosts e The attacker strength is set and known I I
bcfc::cshaﬁ:ic A Smel Spe beforchand; the tests themsclves may be I Base PP: PP Smartphone :
fine-tuned (penctration testing) | Assurance requirements: EAL 4 augmented by AVA_VAN.5 I

| |

| |

| |

| |

L o o o o o o o o e e e o o e e e e e e e e mm mm mm mm mm mm o mm Em Em Em Em Em Em Em Em Em = - o

Figure 2 — Specification-based and attack-based : :
apgproaches P Figure 3 — Smartphone with hardware key store
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Road map for WG 3

PURPOSE AND BACKGROUND
Purpose of this Road Map

Background
ON WG 3 SCOPE AND IMPACT

CURRENT ACTIVITIES

On general IT products'Security Testing and Evaluation Frameworks
Evaluation critaria for T sacurity (15408}
Guida far tha praparation aof Sacurity Targals and Prolection Prafilas (154 46)
Mathodalogy far IT sacurity avaluation (18045)
Compatenca raquiremants for infarmation sacurity lastars and evaluators (19896)
Maw cancapls and changas in ISOYIEC 15408 and ISOVIEC 18045 (22218)
Raquiremants far the competlance of IT sacurily tasting and evalualion laboratanas (23532)
Raszpansible Yulnerability Disclosura (28147)
Vulnaraoility handling procasses (30111)
Multi-party coordinated vulnaraoilty disclosure and handling (5895)

Towards creating an extension for patch managameanrt tor ISXYIEC 15408 and 1S00V1EC 18045 (2569)

On spacific product types: cryptog mphic modules
Testing mathods for tha mitigation aof nan-imvasive altack classes against eryplographic madulas
(17825)
Cryplographic algorithms and sacurly machanisms confarmanca testing (18367)
Seacurity requirameants for cryplographic modulas (19790)
Teast toal requiramants and 1ast lool calibration mathods for usa in lesting nan-invasive attack
mifigaion lechniquas in cryplographic modules (20085)
Guidalinas far testing cryplographic madules in thair oparational anvironmeant (20540)
Tast requirements for cryplographic modules (24758)

On specific techniques and technologies
Guidanca for devaloping sacurity and privacy functional raquiramants basad on ISOVIEG 15408
(19608)
Sacurity evaluation af biomatrics (19782)
Criteria and methodalogy for sacurity evaluation of biomelnic syslams (19983)
Rafining softwara vulnarability analysis undar I50/|EC 15408 and ISOAEC 18045 (20004 )

=

4
4
5
5
5
&
L]
5]
&
L]
7

T

=l

(R

]
a
a
a

Teast and analysis mathods for random bit genarators within ISQYIEC 19730 and ISOVIEC 15408 (20543) 8

Physically unclonaboke tunctions (20897)

Sacurity requiremants, tast and evaluation mathods for quartum key distribution (23837)
Security praparties, test and evaluation guidance for white box cryptography (24485)
Varification of cryptographic profocols (29128)

Physical sacurity altacks, mitigation techniquas and sacurity raquiremarts (30104)

A Ganaral Framawark for Rurtime Hardwara Sacurity Assessmant (5891)

On general systems - assurance
Aframawark for T securty assurance (1544.3)
Calalogue af architectural and design principles lor sacure products, systems, and applic ations
18249)
ESecurﬁy Assessmant of Operational Systems (18781)
Systams Sacurity Enginsaring - Capability Maturity Model {21827}
Ortalogy for ICT Trustworhinass Assessmant (24462)

NEW AREAS FOR FUTURE WORK

10
10
10
10
10
1

1
1

1
1
11
12

12

Praliminary work items 12
Ravision of ISQVIEC 19792:2008 Sacurily evaluation of biometrics (19792) 12
Testing cryplographic modulas in their operational anviranment (TS 20540) 12

Cybersacurily assurance af syslems and system of syslems (So5) basad on ISOVIEC 15408 (5896) 12
Roadmap far tha maintanancea af ISONEC 15408 and |SOVIEC 18045 (TETT) 13
Raquiramants far tha compeatanca of ITC products cybarsacurity conlarmity assassmant bady
parsannal — Knowladga, skills and altectivenass far ISOVIEC 15408 and ISQVEC 19790 validators

(FeB0) 13
OTHER AREAS OF INTEREST 14
Security requiramants and evaluation aclivifies for connacied vehicle davicas (5888) 14
Potential future topics of interest 14
Securily assurance matrics 14
Sita cadification 14
Assuranca mainlenanca and/aor assuranca continuity 14
High-ass uranca avaluation undar ISQVIEG 15408/ 18045 14
ACRONYMS 15

ISO/IEC JTC1/SC 27/WG3 Roadmap

Purpose and Background

Purpose of this Road Map

WG 3 provides a body of expe rtise for standardisation of criteria and methods for security = pecification,
testingand evaluation.

The purpose of this document k& to describe the work area of WG 3, including publihed and ongoing
projects, to clarify how thatwork area b tes to other standardEation activities both within SC27 and
outside, and to dicuss potential future directions for WG 3.

Background
The Terms of Reference WG 3 state:
ISOAECITC 1/5C 27 WG 3 - Security Evaluation, Testing and S pe dfication

The scope covers as pects related to security enginesring, with pa tticular emphasi an, but not limited to
standards for IT security specification, evaluation, testing and certifica tion of IT systems, components,
and products. This will include consideration of computer netwearks, distributed systems, associated
application s=rvices, biometrics, ete.

The follbwing aspects may be distinguished:

a)security eva luation criteria;

b) methodobgy forapplication of thecriteria;

¢} s=curity functional and assurance s pecification of |CT systems, components and prodiicts;
d) testing methodo bgy for determination of security functional and assura nce conformance;
e)adminktrative proced ures for testing, eva luation, certification, a nd accreditation schemes.

This work will reflect the needs of mlevant sectors in society, as represented through 1S0/IEC Natioma |
Bodizzand other oganiations inliason, expressad in standa roks for sseurity functio nality and assura nece.
Account will be ta ken of related 150/ IECand 150 standards for quality ma na gement a nd testing =o as not
to duplicate these efforts.

Mote 1: The term accreditation in the above Termsof Refere nee isinterpreted in this context to dea lwith
the concept of approval for operation of a system. Note that in other contexts the same term is usad in

connection with assessment and a pproval of certificatio n and eval ua tio n bodies/la boratories.

On WG 3 Scopeandimpact

Users need releva nt and a ppropriate cybersecurity functionality able to meet security o bjectives, bassd
upon identified threats and mandated policies. This need @ n be add essed by develo ping techno lbgy ar
even product specific protection profiles, or cybersecurity equirement statements. An immediate
guestion @n be @ Eed on whether exiting techno gy offerings provide and properly implements these
cybersacurity requirements. Oybe rsac urity confo rmance testing provides a responss to this question,a nd
it 5 one of the areasof WG 3 competence.

28




SECURE~IC | New trends Announcing the Commercial 15
National Security H

Algorithm Suite 2.0

SA2.0 ||
In cryptography:

= Post-Quantum Cryptography
= Lightweight cryptography CYBERSECURITY ADVISORY
= Authenticated encryption

= White box (ISO/IEC TR 24485:2022 published this week!)

* Homomorphic encryption
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Developing international standards

https://www.iso.org/developing-standards.html

Based on a
consensus

Developing ISO standards is a
consensus-based approach and
comments from all stakeholders
are taken into account.

Key principles in [SO standard development
Respond to aneed Based on global Developed through
in the market expert opinion a multi-stakeholder
ISO does not decide when to ISO standards are developed by Process

develop a new standard, but groups of experts from all over the The technical committees are
responds to a request from world, that are part of larger made up of experts from the
industry or other stakeholders groups called technical relevant industry, but also from
such as consumer groups. committees. consumer associations, academia,
Typically, an industry sector or These experts negotiate all NGOs and government. Read more
group communicates the need for aspects of the standard, including about who develops 1SO

a standard to its national member its scope, key definitions and standards.

who then contacts ISO. content.

n Example of WBC: Published
ISO/IEC TR 24485:2022

« https://www.iso.org/standard/78890.html

Stage: 60.60 ~

' 60 Publication
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Proposal: FORM 4

NEW WORK ITEM PROPOSAL (NP)

Form 4: Mew work itern proposal (NF)

“age 2

'Pmposal {to be completed by the proposer, following discussion with the committee
leadership)

u A F N O I 2 Circulation date Reference number: Enter Mumber
Click here to enter a date. {to be given by IS0 Central Secretariat)
Closing date for voting ISOITC Enter Number /SC Enter Number
[ Lau n C h e d Click here to enter a date.
Proposer O  Proposal for a new PC
E IS0 member body:
AFNOR (France) N Click here to enter text.
!
O Committee, liaison or other':
Click here to enter text.
Secretariat
DIM

A proposal for a new work item within the scope of an existing committee shall be submitted to
the secretariat of that committee.

' The proposer of a new work item may be a member body of IS0, the secretariat itself, another
technical committee or subcommittee, an organization in liaison, the Technical Management Board
or one of the advisory groups, or the Secretary-General. See ISOVEC Directives Part 1, Clause
232

The proposer(s) of the new work tem proposal shall:
make every effort to provide a first working draft for discussion, or at least an outline of a
working draft;
nominate a project leader;
discuss the proposal with the committee leadership prior to submitting the appropriate form,
to decide on an appropriate development track (based on market needs) and draft a project
plan including key milestones and the proposed date of the first meeting.

The proposal wil be dreulated to the P-members of the technical committee or subcommittee
for voting, and to the O-members for information.

IMPORTANT NOTE
Proposals without adequate justification risk rejection or referral to originator.

Guidelines for proposing and justifying a new work item are contained in Annex C of the
ISO/IEC Directives, Part 1.

The proposer has considered the guidance given in the Annex C durng the preparation of the MNP,

Resource availability:
There are resources available to allow the development of the project to start immediateby
after project approval® (i.e. project leader, related WG or committee work programme).

® if nat, it is recommiandad that the projadt ba first registarad as a praliminary work lem (a Form 4 is not required for
this) and, whan tha development can slarl, Form 4 should ba completed 1o initiate the NP ballot

Title of the proposed deliverable

English title
Information security, cybersecurity and privacy protection — Verfication of Cryptographic
Protocols — Part 2: Evaluation Methods and Activities for Cryptographic Protocols

French title (if available)
Click here to enter text.

{In the case of an amendment, revision or a new part of an existing document, include the
reference number and current title)

Scope of the proposed deliverable

This document defines the evaluation methods and activities to assess the artifacts defined in
Part 1 for the verfication of the corectness and security of a cryptographic protocol
specification using the framework from ISOVIEC 15408-4

Purpose and justification of the proposal

20128 part 1 defines establishes a framewaork for the verification of cryptographic protocol
specifications according to academic and industry best practices.

This proposed standard (Part 2) will describe 3 major areas for evaluation work to be
formalized from Par 1:

*  Evaluating the automated prover

*  Evaluating the protocol model

*  Bvaluating the modelling results

In addition, the contribution also notes some aspects of the evaluation which might be tailored
to specific threat environments

Consider the following:

Is there a verffied market need for the proposal?
What problem does this docurment solve?

What value will the document bring to end-users?

See Annex C of the ISQYIEC Directives, Part 1 for more information.

See the following guidance on justification statements in the brochure ‘Guidance on New
wiork ' https:www.iso.org/publication/P UB100438 .html

Please select any UN Sustainable Development Goals (SDGs) that this document will
support. For more information on SDGs, please visit our website at www.iso.org/SDGs."

O GOAL 1: No Poverty

O GOAL 2: Zero Hunger

O GOAL 3: Good Health and Well-being
0O GOAL 4: Quality Education
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Proposal:
AFNOR
. Ballot reference ISO/IEC NP 29128-2
Ballot type NP
- LaunChed Ballot title
Opening date 2022-04-26
Closing date 2022-07-19
Note
*g B RIS " E § 1b.StakeI:u:!ders 5 Releva?t 3. Comments |4. Participation
Country (Member body) 2 Yes No Abs A= consultation ocuments
B | 2000 | 3000 | 4000 | PWE | PWE e e 28 T ves | No | Yes | No | Yes | No | ves | Ne
Argentina (IRAM) P X X X X X
Australia (SA) P X X X X X
Austria (ASI) P X X X X X
Belgium (NBN) P X X X X X
Brazil (ABNT) P X X X X X
Canada (SCC) P X X X X
China (SAC) P X X X X X
Costa Rica (INTECO) P X X
Cote d'lvoire (CODINORM) P X X
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. . . . TR 68 : Part 3 : 2021
Common Criteria Protection Profile (8 351130, 43.01)

Digital Tachograph — Vehicle Unit (VU PP)

TECHNICAL REFERENCE

Compliant with Commission Implementing Regulation (EU) 2016/799 of 18 March -
Autonomous vehicles

2016 implementing Regulation (EU) 165/2014 (Annex IC)

—Part 3 : Cybersecurity principles and assessment
framework

% Common Criteria

Protection Profile V2X Hardware Security Module
CAR 2 CAR Communication Consortium

7~% CAR 2 CAR

0_0 COMMUNICATION CONSORTIUM

https://www.commoncriteriaportal.org/files/ppfiles/pp0094b_pdf.pdf -

Singapore
Standards
Council

https://www.car-2-car.org/fileadmin/documents/Basic_System_Profile/Release_1.4.0/C2CCC_PP_2056_HSM.pdf
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ISO JTC 1/5C 27 /WG 3
Date: 2021-11-18

Information security, cybersecurity and privacy protection—
General framework for runtime hardware security assessment

Technical Report




SECURE-IC

THE SECURITY SCIENCE COMPANY

7 Background
7.1 Complexity and security

4 N
EeV
O i

“Rardware

- CPU, GPU, NPU, TPU, FPGA, ASIC, ...

- Circuit process upgrade

- Global participation in manufacturing

- More design techniques and procedures
- Widely used Intellectual Properties

- Software-defined hardware

\_" Open source hardware Y,

Hardware Trojans Certification

The considerable complexity of modern circuits, increasing rapidly in modern computing environment,
amplified by time-to-market pressure, leads to a situation where design houses frequently use external
[P, and most of IC designing enterprises are fabless.

-

N

The Hunt for the Kill Switch /:-“"

- Abusing hardware flaws

- Vulnerabilities

- Malicious hardware circuit

- Tainted and counterfeit products

J

Figure 1 — Modern circuits are under risks and threats which are difficult to be addressed in total
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Evaluation

|
of

L 4

Runtime security

check

enhance

A 4

Runtime behaviors

ISO/IEC TR 5891:2021(E)

to

of

!

All possibility of
beha_viors

Confidence

that

of

v

A post-silicon
hardware

— — P
distinguish

Unauthorized behaviors
activated at runtime moment

of

|

Unauthorized behaviors
activated at any moment

of

}

minimize _

risk of

hardware Trojan and
hardware flaws

Figure 2 — Runtime hardware-behaviours-based security: concepts and relationships
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To sum up, we have shown that heterogeneous certification efforts can be
rationalized for a better market reach:

= with cost-saving factorization
= while designing or producing certification-related sets of evidences.

Such approach is future-proof, and based on published/patented methods:

m | Sofiane Takarabt, Kais Chibani, Adrien Facon, Sylvain Guilley, Yves Mathieu, Laurent Sauvage, Youssef Souissi:
Pre-silicon Embedded System Evaluation as New EDA Tool for Security Verification. IVSW 2018: 74-79

Sylvain Guilley, Michel Le Rolland, Damien Quenson:
Implementing Secure Applications Thanks to an Integrated Secure Element. ICISSP 2021: 566-571
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THANK YOU FOR YOUR ATTENTION

l / CONTACTS

EMEA sales-EMEA@secure-IC.com
APAC sales-APAC@secure-IC.com
CHINA sales-CHINA@secure-IC.com
JAPAN sales-JAPAN@secure-IC.com

AMERICAS sales-US@secure-IC.com
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Secure On-Board Architecture Specification — Marko Wolf, ESCRYFT GmbH, Munich, Germany

EVITA Security Module In Comparison with Existing HSMs

s @ @ s -
Sull medium light ¥SHE TPM Smartcard
Cryptographic algorithms
ECC/RSA /e a8 oo oo ole ®/@
AES/DES L O] L O] ®/0 ®/0 oI0 ®/@
WHIRLPOOL/SHA o/ o/e O/o oo ole ®/®
Hardware acceleration
ECC/RSA /0 /o oo oo oI0 O/0
AES/DES 80 @/0 ®/0 ®/0 oI0 O/0
WHIRLPOOL/SHA ®/C Q/0 0/O 0/O Q/0 Q/0
Security features
Secure/authenticated boot /e o/e ®/® ®/0 ole O/0
Key control per use/bootstrap /e [ T ] 8/® O/e lol] oo
PRNG with TRMG seed L L ] ] L] ]
Monotonic counters 32/64 bit /e /e o/e oo @0 O/0
Tick/UTC-synced internal clock  @/@ /e o/e oo OI0 O/0
Intemal processing
Programmable/preset CPU L Tl L Jlo] of@ o/e ole ®/®
Intemal VINV (key) memory /e /e ®/® o/e @0 @®/0
Asynchronous/parallel IF Lo @/0 ®/0 ®/0 OI0 O/0

Annotation: @ = available, O = not available, ® = partly or optionally available
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