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▪ Standard Developing Organizations (SDOs)

▪ NGO (neutral) vs business driven

▪ National vs international

▪ Goal of standardization:

▪ Developers: Secure investments

▪ Users: Allow for comparisons

Standards in cybersecurity
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▪ Regulatory requirements

▪ Soft power

Standards in cybersecurity
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▪ Class ACO - Composition

▪ Class ADV - Development

▪ Class AGD – Guidance 
documents

▪ Class ALC – Life-cycle support

▪ Class ASE – Security Target 
Evaluation

▪ Class ATE – Tests

▪ Class AVA – Vulnerability 
assessment

Common Criteria vs FIPS 140-3 work products

▪ Cryptographic Module 
Specification

▪ Cryptographic Module Ports and 
Interfaces

▪ Roles, Services, and 
Authentication

▪ Finite State Model

▪ Physical Security

▪ Operational Environment

▪ Cryptographic Key Management

▪ EMI/EMC

▪ Self-Tests

▪ Design Assurance

▪ Mitigation of Other Attacks
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Common criteria: security concepts & relationships
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Common criteria: Evaluation concepts & relationships
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Common criteria: Evaluation results
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Common criteria: table EAL
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Common criteria: Statistics
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Common criteria: Statistics
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• Side-channel test and evaluation is common practice:

▪ Known for long (Kocher, 1997)

▪ Commercial test-benches available

• But regarding the methodology in complex systems:

▪ SoCs mix hardware and software

▪ New side-channels:

▪ MINERVA (CVE-2019-13627),

▪ TPM Fail (CVE-2019-16863),

▪ PLATYPUS (CVE-2020-8694), ...

• However, owing to the dissemination of SCA requirements, a formal methodology is 
welcomed:

▪ Automotive, IoT, AI, 5G, etc.

• For the evaluations to be fair and comparable, it cannot only rely (solely) on the lab 
expertise

ISO/IEC 17825
Non-Invasive Analyses
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FIPS aims security warranty at the lowest cost, hence can impose design options:

▪ However, such prescription is always beneficial to overall security (hence to CC)

▪ This situation becomes complex only when performance (PPA) becomes the 
bottleneck

Where FIPS prescriptive requirements do help CC

FIPS Requirement Advantage in CC

7.3 Cryptographic Module Interfaces Minimal exposition

7.5 Software/Firmware Security Secure boot helps for attacks while at rest

7.7

&

7.8

Physical Security (Environmental failure 

protection/testing)

Non-Invasive Security

Vulnerability Analysis

7.9 Sensitive Security Parameter Management Zeroization cuts some attack paths

7.10 Self-Test service Allows to detect perturbation attacks

§F Approved non-invasive attack mitigation test metrics AVA_VAN protection
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For instance, regarding True Random Number Generators (TRNGs):

▪ There are very detailed requirements, even intrusive ones (e.g., access to 
"raw" bits).

▪ Similarly, standards require tests on millions of bits generated in-a-row by the 
TRNG.

▪ The OSCCA scheme requires that several TRNGs rationales must be 
implemented, so as to withstand total failures. Obviously, this benefits as well 
for resistance to fault attacks under a CC prism.

Validation of “entropy sources”

GM/T 0008-2012

OSCCA level Different sources # of rationale

1 2 1

2 4 1

3 8 2
FIPS SP 800 90B

ISO/IEC 20543:2019

BSI AIS 31

RNG_PTG.2
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Now, it should be noted that some pitfalls shall be avoided as well.

▪ From a normative standpoint:
• Recall for instance that EVITA secure boot is based on firmware hash,

• which is incompatible with FIPS 140-3 requirements to leverage digital signature (from 
level 3 onward).

▪ From a functional security standpoint:
• FIPS SP 800 90B requires that raw bits be output

• which can be a backdoor (for attacks to analyze deeply the behavior of the TRNG under 
stress)

Nonetheless we see no fundamental contradiction between schemes:

▪ They all aim at increasing the practical security level.

Example of pitfalls
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Multi-certification: Why?

HSM:

Hardware Security Module
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▪ Owing to time to market reduction, some chips must be ready to be deployed in 
markets or use-cases unknown at design time.

▪ Now each market has (or will have) its own security schemes.

▪ Hence the unavoidable need for chips to be "pre-certifiable" under different 
schemes.

Pre-certifiability

2022 2023 2024 2025 2026 2027 2028 2029 2030

CC

EAL4
CC

EAL5
FIPS

lvl 2

time

design certification

▪ The design activity is usually tailored to a given set of security requirements.

▪ In the new context where multiple requirements will need to be fulfilled 
proactively, design strategies must evolve.

OSCCA

GMT008

FIPS

lvl 3
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Protect:

▪ Generic design

▪ Constraints

Evaluate:

▪ Test strategy

▪ Tools

Service & Certify:

▪ Documentation

▪ Evidence

Multi-certifiability
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▪ Market requirements: simultaneous conformance to
• Common Criteria,

• NIST FIPS 140 and

• Chinese OSCCA.

▪ The synergies come at three levels.
• First, the documentation production is rationalized. Typically, in the newest version of FIPS 

140 (the version 3), the “life-cycle assurance” requirements can be mutualized with the 
ADV, AGD, ALC and ATE assurance classes in CC.

• Second, it is often beneficial to combine the functional requirements.
Consider for instance the mandatory self-checks of cryptographic algorithms and/or of keys 
zeroization in FIPS 140: they are sound precautions that profit reducing the number of 
vulnerabilities in the context of CC.

• Third, some specific IPs are anyhow to be analyzed more deeply in all the schemes.
For instance, regarding True Random Number Generators (TRNGs), there are very 
detailed requirements, even intrusive ones (e.g., access to "raw" bits).

Chips eligible to triple pre-certification
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Information security, cybersecurity and privacy protection — New concepts and 
changes in ISO/IEC 15408:2021 and ISO/IEC 18045:2021

European Common Criteria, European Cyber Act, ENISA

▪ Secure-IC is leading one exemple of use of 15408-4:

⚫ ISO/IEC 29128-3

New CC version 4
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New CC version 4

Figure 3 — Smartphone with hardware key store
Figure 2 — Specification-based and attack-based 
approaches
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ISO/IEC JTC1/SC 27/WG3 Roadmap
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In cryptography:

▪ Post-Quantum Cryptography

▪ Lightweight cryptography

▪ Authenticated encryption

▪ White box (ISO/IEC TR 24485:2022 published this week!)

▪ Homomorphic encryption

New trends
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https://www.iso.org/developing-standards.html

▪ Example of WBC:
⚫ https://www.iso.org/standard/78890.html

Developing international standards

https://www.iso.org/developing-standards.html
https://www.iso.org/standard/78890.html
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Proposal:

▪ AFNOR

▪ Launched

ISO/IEC 29128-2
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TR 68

• BSI-CC-PP-0094

• EAL4 augmented with ATE_DPT.2 
and AVA_VAN.5

• Version 1.0, 9 May 2017 

https://www.commoncriteriaportal.org/files/ppfiles/pp0094b_pdf.pdf https://www.car-2-car.org/fileadmin/documents/Basic_System_Profile/Release_1.4.0/C2CCC_PP_2056_HSM.pdf

PP 0117



352021 All Rights Reserved I Confidential I Property of Secure-IC

Hardware Trojans Certif.
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Hardware Trojans Certification
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Hardware Trojans Certification
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To sum up, we have shown that heterogeneous certification efforts can be 
rationalized for a better market reach:

▪ with cost-saving factorization

▪ while designing or producing certification-related sets of evidences.

Such approach is future-proof, and based on published/patented methods:

▪ a

▪ a

Conclusions
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Automotive market


